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(57) Abstract: As. computer network 
switches provide additional capabilities, 
including level 3 and level 4 management 
and data transfers, the hardware 
foundations that they rely on are 
overwhelmed by the ever increasing 
amount of data they must route. As a 
switching unit receives data frames, a 
forwarding process is used to route the 
frames to one of a plurality of output 
channels. Higher levels of protocol 
services require additional computational 
resources. With increasing data volume, 
the forwarding process can not be 
completed in real-time. With the failure 
of the forwarding process, data frames 
can not be routed and are dropped 
from the stream. A predominate factor 
in the number of frames dropped per 
unit time is the availability of header 
buffers. The present invention monitors 
the availability of header buffers. 
When header buffers are not available, 
incoming data frames are stored in an 
external memory. As header buffers 
are freed up by the forwarding process, 
special hardware moves the header 
portion of the data frames stored in the 
external memory into an available header 
buffer. 
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Apparatus and Method to Minimize Incoming Data 
Loss 

BACKGROUND OF THE INVENTION 

TECHNICAL FIELD 

The invention relates to the processing and management of data flowing 
through a computer network switch. More particularly, the invention relates to 
an apparatus and method for minimizing incoming data loss in output queuing. 

DESCRIPTION OF THE PRIOR ART 

Computer networks are constructed by tying together a plurality of switching 
units. The switching units receive data from various sources in a quantum 
known as frame. As computer networks continue to proliferate throughout the 
world, switching units must be able to route an ever-increasing bandwidth of 
data. As the bandwidth increases, switching units must be able to handle a 
greater number of data frames per given unit of time. 

The switching units themselves rely on various strategies to ensure that the 
total frame rate can be accommodated. In the previous art, as frame rate 
increased the hardware foundation of the switching unit would be taxed to 
such an extent that some frames would inevitably be lost. These lost frames 
are known as dropped frames. 

Computer networks built from these switching units could tolerate dropped 
frames by using higher-level transport protocols that guarantee the delivery of 
data. The technology used in switching units has traditionally provided only 
the lower levels of networking services. In terms of the ISO Stack, switching 
units would provide only Level 1 and Level 2 services. In the case of 
dropped frames, the computers using the network would be required to 
provide thejiigher level services of the ISO Stack in order to ensure delivery 
of the data frame. 

Relying on the higher-level protocols to guarantee delivery is the traditional 
solution to the dropped frame problem, but this technique aggravates the 
need for bandwidth. As frames are dropped, the need for bandwidth 
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increases as the computers seeking to provide Level 3 and Level 4 protocol 
services retransmit the dropped frames. The higher aggregate bandwidth 
results in even more dropped frames as the switching units futilely attempt to 
route the additional data. 

5 

Recent advances have enabled the switching units to provide Level 3 and 
Level 4 protocol services directly. At first inference, this should have an 
ameliorating effect on overall bandwidth requirements, especially when 
attempts are made to retransmit dropped frames. However, these higher- 
10 level protocol services further tax the already challenged hardware 
foundations of the switching units. The net and frustrating result of this is that 
even more frames are dropped. 

In yet another implementation, Level 3 and Level 4 protocols are used to 
15 provide a feature called web cache redirection. A web cache may be located 
off one port of the switch while an actual web page that is being cached may 
exist off a different port. If a frame containing a request for the given web 
page comes into the switch, a layer-2 switch would always forward the 
request to the port where the actual web page is located, it does not 
20 understand the concept of a web cache and never looks deep enough into 
the frame to determine that it is a web page request. A properly configured 
Iayer-4 switch would route the frame to the web cache. The web cache is 
generally located closer to the requestors than the actual web pages within 
the global network, which results in an overall reduction in network traffic and 
25 faster response time to the client. 

Another example of the prior art utilizing layer 4 protocols is a feature called 
server load balancing. The switch is configured for client ports and server 
ports. The clients make requests for a given service that may be satisfied b y 
30 any one of a group of physical servers. The switch balances the requests 
across the servers according to an algorithm selected by the user. Examples 
include round robin and least connections. This layer-4 feature improves 
response time to the clients by making more efficient use of a bank of 
servers. It does not, however, reduce overall network traffic. 

35 

Relegating the Level 3 and Level 4 services embodied in these types of 
features to the switching units is highly desirous because the amount of data 
traffic in the overall network can be reduced. This result is achieved because 
dropped fram s can be handled directly between the two switching units that 
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are effecting the data connection rather than between two client computers 
and the expanse of the entire network. 



5 

SUMMARY OF THE INVENTION 

The methods and apparatus described herein implement a novel and unique 
10 facility that provides for the management of data frames arriving at a switching unit. 
The switching unit uses header buffers to coordinate the routing of data frames to 
the proper output queue. Unlike prior art, the new switching unit creates data 
structures in external memory and stores newly arriving data frames in the 
external memory whenever there are no header buffers available. As header 
15 buffers are freed, the new switching unit reads the header portion of the data 
frames stored in external memory and writes the header portion into an available 
header buffer. 

20 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a block diagram that depicts a typical network topology and is used 
25 to place the present invention into context; 

Fig. 2 is a data flow diagram that depicts the data flow of data frames flowing 
through a switch unit; 

30 Fig. 3 is a data structure diagram that illustrates the method used to create 
expanded storage for data frames when header buffers are not available; 

Fig. 4 is a functional block diagram that presents a block diagram of a queue 
switch according to the invention. 

35 

DETAILED DESCRIPTION OF THE INVENTION 
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The invention is a method and an apparatus that minimizes the loss of data 
flowing through a switching unit. The apparatus is preferably embodied as a 
queue switch. 



5 Network Topology 

It is first necessary to understand the application of switching units as it 
pertains to the loss of data to appreciate fully the utility of the invention 

10 Fig. 1 depicts the interconnection of a plurality of switching units 5 through the 
use of communication ports 10 from each switching unit to other switching 
units. By connecting these switching units to each other in this manner, a wide 
area network 1 5 is realized. Other clusters of switching units, or lower 
capability hubs and routers can be interconnected to create local area 

15 networks 20. Attached to these local area networks 20 are a plurality of 

network clients. For the purposes of the illustration here, a sender 25 and a 
receiver 30 constitute two of a vast potential of network clients that can be 
connected to disperse local area networks that are then connected together 
by the wide area network. 

20 

As can be inferred from Fig. 1 , the sender 25 can send frames of data to any 
other client connected to any appendage of the local or extended network. 
The switching units 5 play a pivotal role in routing the data frames dispatched 
by the sender 25. The function provided by the switching units 5 is to 
25 determine, on a frame by frame basis, where to direct the frame so as to 
ensure delivery to the receiver 30. 

As can also be inferred from Fig. 1 , the switching units 5 normally receive 
data from the sender 25 on one physical port, however this does not need to 
30 be the case. What is also apparent is that each switching unit 5 has a plurality 
of ports, each capable of receiving inputs of data frames. 

Forwarding Process 

35 Fig. 2 depicts how data frames flow through each switching unit 5. Internal to a 
switching unit 5, data frames arrive via a plurality of input ports. Each input 
port is serviced by a corresponding first-in-first-out (FIFO) buffer 35. The 
input FIFO's 35 receive data frames from external network connections and 
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provide the elasticity needed to assimilate the aggregate data throughput 
arriving at the port. 

In switching units presently known, a forwarding process is executed that 
5 examines each data frame and determines to which output queue 45 it is to 
be directed. Once the data frame is directed to an output queue 45, it is 
scheduled to be transmitted to the next switching unit, or router in the case of a 
connection to a local area network. 

10 The source of routing information that the forwarding process 40 uses to 

determine the queue each data frame must be delivered is stored in tabular 
databases. The forwarding process 40 creates and maintains a dynamic 
map, referred to herein as a forwarding database 50. The forwarding process 
40 derives knowledge about the entire network, both the wide area and the 

1 5 plurality of local networks, as it seeks to optimize connection and routing 
tables. This activity requires significant processing resources to achieve. 
Another source of routing information is a static map that is referred to herein 
as a switch configuration database 55. The switch configuration 55 is 
developed through apriori knowledge of the network configuration and is 

20 entered directly into the switching unit 5. 

The forwarding process 40 uses sophisticated algorithms to learn about the 
topology of the extended network to maintain the forwarding data base 50. 
All layer-2 switches have a learning algorithm for layer-2 network addresses, 
25 and maintain a layer-2 forwarding database. Switches that perform layer-3 
and layer-4 functions maintain extra tables that track TCP/IP sessions and 
include client and server information. 

When a frame arrives from the input FIFO of a layer-2 switch, the switch 
30 searches the database for the given destination address. If successful, the 

search returns the output port for the frame and the switch places the frame on 
the associated output queue. If unsuccessful the switch floods the frame to all 
ports except the one it came in on. Prior art includes switches that perform 
this simple forwarding algorithm at full wire speed. 

35 

When a frame arrives from the input FIFO of a layer-4 switch, the forwarding 
engine has a much larger job. If a client frame indicates the start of a new 
TCP/IP session, the switch must choose an appropriate server and augment 
the layer-4 database to include the new session before placing the frame 
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onto the selected output queue. The server selection is based on the switch 
configuration and in some cases server loading information also kept by the 
switch. Both web cache redirection and server load balancing, discussed 
above, require this type of processing. 

5 

Hence, as each frame arrives from the input FIFO 35, the forwarding process 
40 uses these complex algorithms to determine to which output queue each 
frame must be directed. Among other things, these algorithms enable the 
forwarding process 40 to anticipate the load on network servers that source 
10 the data frames and to track the utilization of communication channels that 

interconnect the plurality of switching units and routers that form the extended 
network. These algorithms work collectively to make the extended network 
as efficient as possible. 

15 The forwarding algorithms have become so complex that the forwarding 
process 40 can not be executed for each arriving frame in real time. As a 
result, data frames can not be routed and are consequently dropped. 



Header Buffers and Data Overflow 

20 

Incoming data frames are split into a header and a payload. The header 
contains most of the information required to forward the frame. The payload 
contains the remainder of the frame. Prior art switching units rely on a series of 
header buffers that temporarily store incoming frame headers while the 

25 forwarding process executes. These header buffers receive data frames 
from a plurality of input FIFOs 35 and present the data frames to the 
forwarding process 40. The availability of header buffers is limited and their 
parallel and high-speed nature precludes mass replication of this resource. 
As the rate of incoming data frames peaks, the forwarding process 40 can not 

30 free header buffers fast enough to accommodate newly arriving data frames. 
As a result, data frames are lost, i.e. dropped. 



Fig. 3 illustrates one of the main novelties of the invention. To preclude, or at 
least minimize the loss of data frames when header buffers are not available, 
35 the present switching unit provides for storage of data frames in an external 
memory element 55 and the ability to read the frame headers back when 
header buffers eventually become free. The plurality of header buffers 60 
are actually internal to an application specific integrated circuit (ASIC) referred 
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to herein as a network engine 65. The network engine 65 further comprises a 
forwarding engine 67 that performs the forwarding process 40. 



Specialized hardware, embodied in the network engine 65, manages the 
5 creation of data structures in the external memory 55. Each time a data frame 
arrives, it is forwarded to one of the plurality of header buffers 60. In the 
preferred embodiment of the invention, a data structure is also created in the 
external memory 55 and the incoming data frame stored therein as well. This 
is optional. What is important, though, is that when a header buffer is not 
10 available, the external data structure must be created and the incoming data 
frame must be stored therein to preclude its loss. 

The specialized hardware manages data structures in a traditional chained link- 
list form. When the first data structure is created it is identified by it's address 

15 and that address is stored in an overflow FIFO head-pointer referred to 

herein a chain head-pointer 75. Each data structure 77 is comprised of three 
major fields: a queue descriptor 80, a frame data 85, and a next data structure 
pointer 90. The queue descriptor 80 is used in identifying and managing the 
routing of the data frame. Frame data 85 are used to store the data from the 

20 incoming data frame. The next data structure pointer 90 is used to identify the 
next data structure in the chain. The next data structure pointer of the last data 
structure in the chain is set to a null value as an indication that that particular data 
structure is the last in the chain. 

25 The specialized hardware that manages the creation of new data structures in 
the external memory 55 also monitors the availability of header buffers 60. 
When a header buffer becomes available, the specialized hardware transfers 
the frame data from the first data structure in the chain to that buffer. It does so 
by using a chain head pointer 75 to identify the first data structure in the chain 

30 and then it transfers the contents of the header portion of the frame data field 
85 from the first data structure to the available header buffer 60. The address 
of the first data structure is then transferred to a register associated with the 
header buffer that is used to store the frame data. This address is later used 
to link the frame data in the external memory 55 with an output queue. Once 

35 the data are transferred, the specialized hardware reads the value of next data 
structure pointer 90 from the first data structure and stores that value in the 
chain head-pointer 75. This makes the next data structure, pointed to by the 
next pointer, the first data structure in the chain. 
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The data structure that is used as the source of data for an available header 
buffer is not immediately destroyed. It is retained in the external memory and 
the address of this data structure is then used to point to the frame data when 
it is assigned to an output queue. 

5 

Hardware Embodiment 

Fig. 4 depicts the preferred embodiment of the method of the invention 
implemented as a hardware apparatus. A network engine. 65 and the 

10 external memory 55 collectively comprise an output queuing switch 1 35. The 
network engine 65 comprises a network receiver circuit 100, a wire input FIFO 
105, a forwarding engine 1 10, a queue linker 120, a switch queue 125, a 
switch media access controller (MAC) 1 30, and a memory arbiter 1 1 5. The 
external memory 55 is preferably a high-speed random access memory, 

15 such as a synchronous dynamic random access memory (SDRAM). 

In the preferred embodiment of the invention, the network receive circuit 100 
interfaces with the actual communication channel that accepts data frames from 
an external source. This could be an Ethernet connection, a fiber optic 
20 receiver, or a modem or the like. The network receive circuit 1 00 accepts the 
data frames and presents them to a wire-input FIFO. 

The wire input FIFO 105 receives data frames from the network receive circuit 
1 00 and immediately attempts to transfer the data to a header buffer. Header 
25 buffers are depicted in Fig. 4 as a header buffer stack 1 06. 

In the preferred embodiment of the invention, the wire input FIFO 105 
comprises the specialized hardware that manages the creation of data 
structures in external memory as discussed above. In the event that a 

30 header buffer is not available, the wire input FIFO 105 creates a data structure 
in the external memory 55 according to the method of the invention disclosed 
herein. Once the data structure is created, the data frame is stored in the data 
structure until a header buffer becomes available. Once a header buffer 
becomes available, wire input FIFO 105 reads the first data frame from 

35 external memory 55 and transfers it to the available header buffer. 

The forwarding engine 1 1 0 reads the information in the data frame, including 
source and destination addresses and IP protocol data that it needs to forward 
the data frame. Results of the forwarding process are delivered by the 
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forwarding engine 1 10 back to the wire input FIFO 105. The wire input FIFO 
105 sends the pointer to the data frame, located in external memory, to the 
queue linker 120. The queue linker 120 reads a descriptor 80 to determine to 
which output queue the data frame is to be routed and initiates the switch 
5 queue 125. The queue linker 1 20 uses information in the descriptor 80 to 
determine which output queue to link the frame to. The queue linker 120 
performs the link operation and notifies the switch queue 125 by means of an 
initiation signal that the output queue is no longer empty. 

10 After receiving an initiation signal from the queue linker 120, the switch queue 
125 de-links frames from non-empty output queues and retrieves the data 
frame from the external memory 55. The switch queue 125 then directs the 
data frame to the switch media access controller 1 30. The switch media 
access controller 1 30 then forwards the data frame to one of a plurality of 

15 output FIFOs that it maintains and manages. The switch media access 
controller 130 then delivers the queues to a switch port that puts the data 
frames, now queued in a plurality of output FIFOs, out onto a communication 
channel. 

20 

Although the present invention is described herein with reference to the 
preferred embodiment, one skilled in the art will readily appreciate that other 
applications may be substituted for those set forth herein without departing 
from the spirit and scope of the present invention. Accordingly, the present 
25 invention should only be limited by the Claims included below. 
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1 . A method for reducing the loss of data in an output queuing switch 
comprising the steps of: 

receiving data frames from a network receiver circuit; 

transferring said data frames to a working register as long as working 

registers are available; 

creating a data structure in a memory when there are no longer any 
working registers available; 

storing a data frame in said data structure when it is received from said 

network receiver circuit; 

monitoring availability of working registers; 

transferring a data frame from a data structure to a working register 
when a working register becomes available; 

notifying a forwarding process that a new data frame has been 
transferred to an available working register; and 
assigning said new data frame to an output queue based on a 
notification received from said forwarding process. 

2. The method of Claim 1 , further comprising the step of creating a chain 
head pointer. 

3. The method of Claim 2, wherein said data structure further comprises a 
pointer that points to a next data structure to form a chained list of data 
structures; and wherein said step of creating a data structure in memory 
further comprises the step of setting said chain head pointer to identify 
said new data structure if there are no active data structures or setting 
said next data structure pointer of a previously created data structure to 
identify said new data structure otherwise. 

4. The method of Claim 3, wherein the source data structure used in said 
step of transferring a data frame from a data structure to a working 
register is identified by a chain head pointer and said step itself further 
comprises the step of updating said chain head pointer to identify the 
data structure identified in said source data structure's next-data- 
structure pointer. 

5. A method for reducing the loss of data in an output queuing switch, 
comprising the steps of: 
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receiving data frames from a network receiver circuit; 

transferring the data frames to a working register so long as working 

registers are available; 

creating a data structure in memory and storing a data frame in the data 
structure when it is received from the network receiver circuit; 
monitoring the availability of working registers; 

transferring a data frame from a data structure to a working register 
when the working register becomes available; 
notifying a forwarding process that a new data frame has been 
transferred to an available working register; 

assigning the data frame to an output queue based on a notification 
received from the forwarding process. 



6. The method of Claim 5, further comprises the step of creating a chain 
head pointer. 

7. The method of Claim 6, wherein said data structure further comprises a 
pointer that points to the next data structure in order to form a chained 
list of data structures and the step of creating a data structure h 
memory further comprises the step of setting the chain head pointer to 
identify the newly created data structure if there are no active data 
structures or setting the next data structure pointer of the previously 
created data structure to identify the newly created data structure. 

8. The method of Claim 7, wherein the source data structure used in the 
step of transferring a data frame from a data structure to a working 
register is identified by a chain head pointer and the step itself further 
comprises the step of updating the chain head pointer to identify the 
data structure identified in the source data structure's next-data-structure 
pointer. 

9. An output queuing switch comprising: 

network receiver circuit that accepts data from a network; 
network engine having a plurality of header buffer registers; 
memory element; 
wire input first-in-first-out buffer that:: 

accepts data frames from said network receiver circuit; 
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writes the data frames into said buffer registers so long as there is 
an available buffer register; 

writes the data frames into said memory element when there are 

no header buffer registers available; 
5 tracks the availability of header buffer registers; and 

retrieves data frames from said memory element and stores them 

into header buffer register as they become available; 
forwarding engine that reads the contents of said header buffer 
registers, determines the appropriate output queue and conveys the 
10 appropriate output queue to said wire input first-in-first-out buffer; 

queue linker that accepts queue assignments from said wire input first- 
in-first-out buffer and builds queues comprised of chained data 
structures; 

switch manager that retrieves queue data from said memory; and 
15 switch media access controller that accepts queue data from said switch 

manager and dispatches the queue data to a network port. 

The output queuing switch of Claim 1 0 f wherein the wire input first-in- 
first-out buffer further comprises: 

overflow chain head-pointer that indicates the oldest data structure 
in a chain; 

chain data structure manager that creates data structures comprising 
a next-element-pointer and a data frame record to receive a data 
frame whenever a data frame is written into the memory element 
and updates said next-element-pointer to identify the data structure 
created immediately subsequent the first data structure if there are 
other active data structures in memory or updates the overflow 
chain head-pointer to indicate the first active data structure if the 
newly created data structure is the only active data structure; and 
transfer tracker that updates the overflow chain head-pointer to 
indicate the data structure indicated by the next-element-pointer in 
a data structure that is transferred to an available header register. 

11. An output queuing switch comprising: 
35 network receiver circuit that accepts data from a network; 

network engine having a plurality of header buffer registers; 

memory element; 

wire input first-in-first-out buffer that:: 

accepts data frames from said network receiver circuit; 
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writes the data frames into said buffer registers so long as 
there is an available buffer register; 
writes the data frames into said memory element; 
tracks the availability of header buffer registers; and 
retrieves data frames from said memory element and stores 
them into header buffer register as they become available; 
forwarding engine that reads the contents of said header buffer 
registers, determines the appropriate output queue and conveys 
the appropriate output queue to said wire input first-in-first-out 
buffer; 

queue linker that accepts queue assignments from said wire input 
first-in-first-out buffer and builds queues comprised of chained data 
structures; 

switch manager that retrieves queue data from said memory; and 
switch media access controller that accepts queue data from said 
switch manager and dispatches the queue data to a network port. 

12. The output queuing switch of Claim 1 1 , wherein the wire input first-in- 
first-out buffer further comprises: 
20 overflow chain head-pointer that indicates the oldest data structure 

in a chain; 

chain data structure manager that:: 

creates data structures comprising a next-element-pointer 
and a data frame record to receive a data frame whenever a 
25 data frame is written into the memory element 

updates said next-element-pointer to identify the data 
structure created immediately subsequent the first data 
structure if there are other active data structures in memory or 
updates the overflow chain head-pointer to indicate the first 
30 active data structure if the newly created data structure is the 

only active data structure; and 
transfer tracker that updates the overflow chain head-pointer to 
indicate the data structure indicated by the next-element-pointer in 
a data structure that is transferred to an available header register. 
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